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1	Decision/action requested
The pCR regarding the key derivation function is kindly asked to be approved by SA3.
2	Reference
[1]		TR 33.841, Study on the support of 256-bit algorithms for 5G
3	Rationale
 
Current version of TR 33.841 lacks a survey of  key derivation functions used in 5G system. There still exists an Editor’s note : It is FFS how the key derivation function is affected by advances in quantum computing. This pCR provides a brief review on the key derivation functions used in 5G system, and removes the editor’s note for the reason that hash functions used in the key derivation functions are less affected by the advances of quantum computers.
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[bookmark: _Toc503442085]3.1	Definitions
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
[bookmark: _Toc503442086]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AKA	Authentication and Key Agreement
CK	Ciphering Key
DHE	Diffie-Hellman Ephemeral
EAP	Extensible Authentication Protocol
ECDHE	Elliptic Curve Diffie-Hellman Ephemeral
ECIES	Elliptic Curve Integrated Encryption Scheme
GKDF	Generic Key Derivation Function
HKDF	HMAC-based Extract-and-Expand Key Derivation Function
HN	Home Network
IKEv2	Internet Key Exchange version 2
IPX	IP Exchange
JSON	JavaScript Object Notation
KDF	Key Derivation Function
NAS	Non Access Stratum
NDS	Network Domain Security
OTA	Over The Air
RES	RESponse
RRC	Radio Resource Control
SBA	Service Based Architecture
SEAF	Security Anchor Function
SEPP	Security Edge Protection Proxy
SUCI	SUbscription Concealed Identifier
SUPI	SUbscription Permanent Identifier
TLS	Transport Layer Security
UE	User Equipment

**** End of second change ****


**** Begin of third change ****
  6.3.2 Key derivation function
Editor's Note: It is FFS how the key derivation function is affected by advances in quantum computing.
There are two kinds of key derivation functions deployed in the 5G system. One is generic key derivation function (GKDF) defined in TS 33.220[aa], which is used for all key derivations in 5GC as shown in Figure 6.2.2-1 and Figure 6.2.2.-2 in TS 33.501. The other one is the HMAC-based Extract-and-Expand Key Derivation Function (HKDF) specified in RFC 5869[bb], which has been applied to IKEv2, TLS 1.2, TLS 1.3, N32-f, and EAP-AKA’ for the key derivation. 
The base of GKDF and HKDF is the keyed hash function HMAC-SHA-256. 
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